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Our Commitment to Ethical Auditing: IBB

The IBB aligns its risk management and internal controls with the requirements of MaRisk
(Minimum Requirements for Risk Management) — a regulatory framework established by the
German Federal Financial Supervisory Authority (BaFin) that applies to all banks in Germany.

According to MaRisk BT 2.3, the activities of Internal Audit must be based on a comprehensive
audit plan that is updated annually. This plan must be risk-oriented and ensure that all key
business areas are audited at least once every three years.

Topics such as business ethics, anti-corruption measures, and other aspects of the Code of
Conduct - including conflict of interest prevention, integration of risk culture, and consideration
of ESG criteria - are integrally included in relevant audits. For example, they are examined as part
of audit activities concerning the implementation of an appropriate segregation of duties (SoD) in
the procurement process, the treasury process chain, and the credit approval process. These topics
are addressed according to their relevance within process audits (e.g. procurement and credit
approval), as well as project and risk management audits, and are thus regularly incorporated into
our audit activities.

Audit Area Description Audit Cycle Purpose

Combating Focuses on preventing financial Provides audit results on com-

Financial crime, money laundering, and pliance with legal and ethical

Crime / AML ensuring compliance with embargo standards to prevent fraud and
regulations. money laundering.

Compliance Ensures adherence to capital Provides audit results on com-
market regulations, monitoring pliance with market rules, fair
of insider trading, and proper compensation practices in line
implementation of compensation with the Code of Conduct, and a
systems. sound risk culture.

Procurement / Focuses on preventing fraudulent Each key busi- Provides audit results on ethical

Fraud Preven- activities in the procurement procurement processes, consid-

. ness area must . o .
tion process. be audited at ering .ESG criteria by potential
suppliers and adherence to
least once every .
three years ant]—fral.id controls sgch as .
appropriate segregation of duties
to avoid conflicts of interest.

Data Protection = Ensures compliance with data Provides audit results on compli-
protection regulations and best ance with data protection laws and
practices. safeguards sensitive customer and

business partner information.

Data and Infor-  Focuses on technical and organiza- Provides audit results on the

mation Security  tional measures for data security, protection of confidential business
including access controls and data through adherence to security

employee training. standards.
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